Hudopmannonnasa naMaTKa 15 00y4aI0IHXCH
C Ka®aAbIM IoIoM MOJIOIEAKH B HHTEPHETE CTAHOBHTCA DoJIbINE, A
MKOJIBHHKH OJIHH H3 CAMBIX AKTHBHLIX NOJIb3oBaTe el Pynera. Mexay Tem,
MOMHMO OI'POMHOI0 KOJIHYECTBA BO3MOKHOCTEH, HHTEPHET HeceT H
npodjeMbl. ITa NAMATKA T0JAKHA MOMOYb Tede De301MacH0 HAX0AHTHCH B
CeTH.

KoMnbloTepHBIE BHPYCHI

KoMibrOTEpHBIH  BHPYC - 3T0  PAa3’HOBHIHOCTE KOMIIBHTEPHBIX [IPOrpaM,
OTIHYHTENBHOH OCOOCHHOCTEIO KOTOPOH ABIACTCA CMOCODHOCTE K PA3MHOKCHHIO,
B nononHenHe K 3TOMY, BUPYCHI MOTYT MOBPEIHTH HWIH MOJHOCTHH YHHUTOKHTE
BCE (haiinbl U JJAHHBIE, TIOJKOHTPOIBHBIE TTOTB30BATENI0, OT MMEHH KOTOPOTO OBLIA
JAMYIIEHA 3apajkeHHasds [porpamMma, a TakKe MOBPEANUTE HWIH Jlake YHHYTOKRHTH
ONEPALIHOHHYI0 CHCTEMY CO BeeMH haiinamu B nenom. B OonbUIMHCTBE cliy4yaes
pactpoCTPaHAKTCA BHPYCH Yepe3 HHTEPHET.

ME’TU,ELBI SdllIHThlI OT BPCAOHOCHBIX ITPOITYAMM.

|. Hcronb3yil cOBpeMCHHBIC ONCPAllMOHHBIE CHCTEMBI, WMCIOIIHE CEPbC3HBIN
YPOBCHE ZAlllHTEI OT BPCIOHOCHBIX TIPOTPAMM .

2. llocrosHHo  ycraHasiaueaid nadytd  (UHQPOBLIE  3aIUIATKH,  KOTOpbIE
dBTOMATHYUCCKH YCTAHABIHBAKITCA C LHCIIBHY ,n{}paﬁnﬂm Hp[)FpHMMI:.I} H JApPYTHCE
0OHOBNEHHA CBOEH omepauHOHHOH cHcTeMmbl. C(CkavyMBaii MX  TONBKO C
opunMansHOr0  caiita  pazpadorunka  OC.  Ecim  cyuiecTByeTr  pemHM
ABTOMATHYECKOTO OOHORBIICHHS, BKJIKOYH €T0;

3. Paboraii Ha cBoeM KOMIIBFOTEPE 110J [paBaMH [I0Jb30BaTENsd, a He
aIMHHHCTpaTOpa. 2TO HE MO3BOJHMT OONBIIHMHCTBY BPEIOHOCHBIX MPOTpaMMm
HHCTAIUTHPOBATLCA HA TBOEM MEPCOHAIIBHOM KOMIBIOTEPE;

4,  Hcnonw3yii  aHTHBHPYCHBIE  TIPOTPAMMHBIE  TIPOJIYKTEl  HM3BECTHBIX
NPOH3BOMTENEH, C aBTOMATHYECKHM 00OHOBIIEHHEM Da3;

5. Orpannyb GU3HUECKHI JOCTYN K KOMIBIOTEPY JJ1A MOCTOPOHHHX JIHLL

6. Mcnonb3yil BHEWIHHE HOCHTENW MHpopMauuu, rakue Kak uielika, JUCK HIH
(haisl W3 HHTEPHETA, TOJLKO H3 POBEPEHHBIX HCTOYHHKOB;

7. He orkpbeigaii komneroTepHbie (aiinel, MOITyYeHHBIE W3 HEHAISKHBIX
MCTOYHHUKOB, /laxke Te (halinsl, KOTOpBIE MPHCIAT TBOW 3HAKOMBIH, JIydine yTodnm
Y HETO, OTHPABIIAN JIH OH Tebe uX.

Cerun WI-FI

Wi-Fi - 5To He BHI mepenad JaHHBIX, He TEXHOIOTHA, a BCEro UMb OpeHI,
mapka, Eute 8 1991 roay Huaepnanjckas KOMIAHHMS 3aperdcTpupoBana OpeHj
"WECA", uro ob0o3navano cnosocovyeranue "Wireless Fidelity”, xoTopsrii
nepepoarTes Kak "decupoBo/iHas TOUYHOCTE" .

Jlo Hamero BpeMmeHH mounia apyras abOpeenarypa, KoTopas ABISCTCA TaKOH Ke
TeXHOoJMIorHeil. 2T1o adbbpeenarypa "Wi-Fi". Takoe HazpaHHe OBUIO aHO ¢ HAMEKOM
Ha CTaHjapT BeICHICH 3BykKoBOH Texuwkn Hi-Fi, uto B meperojie o3HauaeT
"BBICOKaA TOUYHOCTS .



Ja, OecrartHblil MHTEpHET-J10CTYII B Kade, OTENAX M a3ponoprax ABISETCH
OTIIMMHOH BO3MOKHOCTBEK) BRIXOJA B MHTepHET. Ho MHOTHME 3KCHepTHl CHMTAIOT,
uto odwenocrynnbie Wi-Fi cern He sBisitoTes De301acHbIMM.

Cogernbl o 0e3onmacHoOCTH padoThI B 001Ie10CcTYNHBIX ceTax Wi-fi:

|. He nepenapaii cBor0 nuuHyr HHGOpMaLnw Yepes odmenocrynasie Wi-Fi cerTn,
Paborad B HHX, /KeJaTelbHO He BBOAMTE MapOlH JOCTYNA, JOTHHBI H KaKHE-TO
H[]ME].']E:I;

2. Mcnonk3yi 1 0OHOBIAH aHTHBHPYCHEIE TIpOrpaMMEl H OpanaMayep. Tem caMbiM
Thl 0De30nacullb ceds 0T 3aKauKH BUPYCA HA TBOE YCTPOHCTBO;

3. Ilpn ncnone3oanuu Wi-Fi otkmoun ¢pyaxmmo "O0mMi goctyn K gainaM u
npuaTepam”. JlanHas (YHKOMSA 3aKpbITa 10 YMOJIYaHWHKO, OJHAKO HEKOTOphIE
MONB30BATENH aKTHBHPYIOT €€ JUlf y100CTRa HCTOIB30BaHUA B padoTe HIIH yuebe;
4. He ucnoneayii nybauuneiii WI-FI nnd nepegadu NHYHBIX JaHHBIX, HallpUMep
JUIA BBIXOJIA B COLMAIBHBIC CETH HIIH B JECKTPOHHYH) TI0YTY,

5. Mcnmonp3yil Toneko 3amuiieHHoe coenuHenne depes HTTPS, a wve HTTP, T.e.
npu Habope Bed-aapeca BBOH umeHHO "hitps://";

6. B wmobuneHoMm Tenedpone orkmwoun  pyukiu  Tlogkmouenne k Wi-Fi
apToMaTrueckn'. He gonmyckail aBTOMATHYECKOTO NMOJIKITIOUEHHS YCTPOHCTBA K
ceram Wi-Fi De3 TBoero coriacHs.

CounaibHbie ceTH

CoumanbHele CeTH aKTHBHO BXOJOAT B Hally KH3Hb, MHOTHE JTHAH padOTalwT H
KHBYT TaM MOCToAHHO, a B Facebook yike zaperdcTpupoBaH MHUIHAP] YEIIOBEK,
4TO ABIACTCA OJHON CEIBMOH BCEX KHTEJICH TUIaHeThl. MHOTHE 1OIB30BaTEIH HE
[NOHHMAKT, 4YTO HH[lfl[}phlaL[HH.. PE[3ME-LL1EFHHHH HMH B COLUHaIBHBIX CCTAX, MOMKCT
OBITH HaHICHA H HCIONB30BAHA KEM YIOJHO, B TOM YHCJIEC HE 00A3aTe]BHO C
OITarHMH HaMePEeHHAMH.

OCHOBHBIE COBETEI 110 0E30ITaCHOCTH B CONHAIBHEIX CETAX:

l. OrpaHuye criMcoK Jpy3eil. ¥ Tebdd B JApy3bAX He JOJKHO OBITH CIy4alHBIX W
HE3HAKOMBIX THJIEH;

2. 3awmiuail cBOK 4acTHYH xu3Hb. He ykaswiBail napousm, rened)oHbl, ajapeca,
Jary TROETO POMKACHHA H JPYIYH JHHHYH HHpOpMaUHIO. 3I0YMBIILICHHHKH
MOTYT HCIOIB30BATh Jake HHQOpPMALMID O TOM, Kak Thl M TBOH POJIHTETH
TUIAHHPYETE MPOBECTH KAaHMKYITHI;

3. 3amMinai cBOW penyTaluly - JepKH €€ B YHCTOTe W 3aj1aBail cebe Bomnpoc:
XoTen Obl ThI, 4TOOBI APYTrHE NONB3OBATENM BHACIH, YUTO Thl 3arpyikaciis’
[Togymaii, npexae dem 4To-To 0NyOIHKOBaTh, HAMTMCATE M 3aTPY3HTE;

4. Ecnu 1w TE}B{}['IHHJB C JTH)IBEMH, I{{]TﬂprI HE 3HACIHIL, HE HE['[{]H]:-'E}"H CBOC
peanbsHOEe HMA H JAPYTYI0 JTHYHYI0 HHMOPMAIHH: HMA, MECTO KHTCIBCTBA, MECTO
yuedbl U 1Ipoyee;

5. Mzberaii pasmemenua d¢ororpaduii B MuTepHere, rae Th H300pakeH Ha
MECTHOCTH, M0 KOTOPOH MOMKHO ONPEAe/IHTh TBOE MECTOIONOKEHHE;

6. Tlpu perucrpaiiii B COIHANBLHOH CETH HEOOXOJMMO HCIOIL30BATH CIOMKHBIC
MNapoJIH, COCTOAHE M3 OYKB ¥ LH(P U ¢ KOJIHYECTBOM 3HAKOB HE MeHee §;



7. ,[I..HH EﬂL[HHJIhH{]ﬁ CCTH, IOYTBI H JIPYIHX CalTOB HEﬂﬁKL‘I,L[HMﬂ HCIIOJIBE30BATE
pazHeic napond. Torga ecaw TedA B3IOMAKT, TO 37M0YMBIIICHHHKH TOJYYAT
JOCTYIL TOIBKO K OJHOMY MECTY, 4 HE BO BCe cpa3sy.

JIeKTPOHHBIE JeHbIH

DNEKTPOHHBIE JACHBIH - A3TO O4YeHb YA00HBIH crnocod mniaremxed, OIHAKO
CYILECTBYIOT MOIIEHHHKH, KOTOPBIE XOTAT NOIYYHTE 3TH JeHbIH.

I3]['f:’,‘I-'['T['J'[".IHHI:-..IIi':‘.'! JACHBI'M TMOABHIIMCE COBCEM HEIABHO H HMMCHHO H3-3a 3TOr0 BO
MHOTHX TOCYIapCcTBax /10 CHX MOp HE NPOMHCAHO MPO HHX B 3aK0HAX.

B Poccum ke oHM (YHKUMOHHUPYHOT M O HHUX YHKE HPOIMCAHO B 3aKOHE, IJe HUX
pasaendanT Ha HECKOIBKO BHIOB - AaHOHHMHBIC H HE aHOHMMHBIC, PasHHIla B TOM,
4TO AHOHHMHBIE - 3TO Te, B KOTOPBIX paspelraercs MPOBOJAHTE orepauHd Oe3
WICHTH(OHKAIINKY TTOTB30BATENA, 4 B HCAHOHHMHBIX MICHTH(DMKAIIMA TTOTL30BATE
sengeTca 00A3aTe/bHOI.

Taxxe cnenyer  paszaMdaTh  WICKTPOHHBIE  (DHATHBIE  JICGHBIH  (paBHBI
rOCYIapCcTBEHHBIM BaJKOTaAM) W JIEKTPOHHBIE He(HaTHBIE [EHBH (HE pPaBHEI
roCYJAPCTRBEHHBIM BATTHOTAM ).

OcHOBHBIE COBETHI MO Oe30MacHOH padoTe ¢ YIEKTPOHHBIMH 1eHBIaMH

|. TlpuBaxn K cueTy MOOMNBHBEIH TemedoH., DTo cambli yI0OHLIH H OBICTPBII
crnocod BOCCTAHOBHTH AOCTYIN K cyery. l[IpuBsazaHHBIH TenedOH NMOMOKET, €ClH
Ziq’:lﬁ}",[l,ﬁ'l_l[h CEﬂﬁ TUIATEAKHBIH [Mapolis HIITH TiHﬁ,I[ELLII: Ha EHﬁT C HEIHAKOMOI'O
YCTPOHCTRA;

2. Hcnonwsyii  ojuopazoBslie  naposd.  ITocne  nepexoja  Ha  VCHISHHYH)
apTOopH3aniio Tebde yxKe He OVIeT YyrpokKaThk ONAcHOCTh KPamH HIJIH IIepexeaTa
IHIATCHHOIO l[ElpCIJIH;

3. Buibepu cnosknsii napoas. [IpecTymaukam OyaeT He MpoCTo yraJaThk CA0KHEBIH
naponb. Hagexnble mapoiu - 3To Mapoiid, KOTOPBIE CcojJepkaT He MeHee 8 3HAKOB
M BKIIOYAOT B ce0dA CTPOYHBIE H TPONMHCHBIE OVKBBEI, HMH(PE W HECKOIBKO
CHUMBOJIOB, TaKHe Kak 3HaK Jloiuiapa, (pyHTa, BOCKIMLATEILHBIH 3HAK H T.II.
Hanpumep, $tR0ng!:;

4. He BBOM CBOM JIMYHBIE JAHHBIE HA caiTax, KOTOPbIM HE JOBEPHELID.
DIeKTPOHHASA MOYTA

DNEeKTPOHHAA TMOYTa - 3TO TEXHOIOTHS H MpPeJoCTaBlIHeMble € YCIYTH 110
MEPECEUIKE W MOIYYEHHIO AEKTPOHHEIX COODIIEHHH, KOTOPBIE pactpejleNnaioTcs B
KOMIBKOTEPHOH ceTH. OOBMHO 3NEKTPOHHLIH [MOYTOBBIH AWK  BBITIIAIHT
CHEAYIOLIMM 0Dpa30M: HMA TOJILIOBATENA((WHUMA JoMeHa. Takke KpoMe nepeaadn
MPOCTOTO TEKCTA, MMEETCA BO3ZMOKHOCTE NepedaBaTh (paHibl.

OcHOBHEIE COBETHI 10 De30NMacHOi padoTe ¢ WICKTPOHHOIM MOYTOH:

|. Hamo BeIOpaTh NpaBHIBHBEIN MOYTOBBIH cepBHC. B MHTepHETE €CTh OTPOMHBINH
Ehlﬁﬂp DecljaaTHbIX IOYTOBBIX CCPBHCOE, OJHAKO JIYY4LUE MOBCPATE TCM, KOI'O
3HACUIE H KTO MEPREIH B PEHTHHIE;

2. He vkaspiBaili B NMUYHOH modTe NUYHYVH HHpopMamuw. Hanpumep, mydame
BEIOpATh "MY3BIKATEHEI (hanar@@" wm "pok2013" smecto "temal 3";

3. Mcnonesyil ABYXATANHYKY ABTOPH3ALKKD. DTO KOrJd MOMHMO Mapojis HYKHO
BBOJIHTE KO, TIPHCEUIAEMBIH 1o SMS;



4. Beibepu ciloxHbli nmapois. JUIS KaKI0T0 HOYTOBOIO AUIMKA JI0J#KeH OBITh CBOM
HaJIC/KHBIH, YCTOHYHMBBIH K B3IOMY I1apOJik;

5. ECIH €CTh BO3MOMKHOCTE HAIIMCATH CAMOMY CBOH JIHYHBIH BOLIPOC, UCIONbL3YH
ITY BO3MOKHOCTE;

6. Mcnonb3yi HECKONBKO MOYTOBBIX AWMKOB. llepBuId 118 4acTHOH NEPENHCKH C
agpecaTaMH, KOTOPBIM Thl JOBepsellb. 3TO SIeKTPOHHBIH aJpec He HaIo
MCITOJIB30BATE IPH PErHCTpalMK HA opyMax U caiTax;

7. He otkpeiBail Gaiiel B ApyrHe BIOKCHHA B MHCHMAaXx, Ja/Ke CCIIH OHH TPHIIIH
OT TBOMX JApy3ei. Jlyuuie yrouHd y HUX, OTHPABIIIM JIM OHH Tede TH (haiibl;

8. Ilocne oxkoHyaHHA padoOTHEI HA MOYTOBOM CEPBHCE TEPE 3aKPBITHEM BEKIAIKH C
caiitom He 3a0y/1b HaxaTh Ha "BeriiTi".

KnOepOoyaauur win BHPTYAJIbHOE H31eBATEIbCTBO

Kubepdyinmuur - npeciejoBaHHe cOODIIEHHAMH, COAepKAIUMH OCKOpOIeHHA,
Arpeccui, 3aNyruBaHHUE; XYJIHTAHCTBO; COLHAIBHOE DOHKOTHPOBAHHE C MOMOLIBIO
pasJIH4YHBIX HHTEPHET-CEPBHCOB.

OcHOBHEIE COBETHI M0 DOpLOe ¢ KHOEpPOY/LJIHHIOM

1. He dpocaiica B doi. JIyamuil crmocod: mocoBeTOBAaThCA KaK ¢c0A BECTH H, €CJIH
HET TOTO, K KOMY MOMKIHIO [}ﬁpﬂTHTLEH, TO BHAYAIC YCITOKOHTLCA. F.C,]TH ThI HAYHECTII
OTBe4YaTh OCKOPOJIEHHAMH Ha OCKOPOJIEHUS, TO TOJBKO elle DOJIbIIe pa30o#Kelllb
KOH(IHKT;

2. Yopaensi ceoel kKHOeppenyTalHel;

3. AHOHUMHOCTB B ceTH MHUMas. CyHmecTBYIOT cllocoObl BRIACHUTD, KTO CTOHT 34
AHOHHMHBIM AKKAYHTOM;

4. He crour BectH XyluraHckuid oOpa3 BUpTyanbHOH KW3HH. HuTepher
(PHKCHpYET BCcE TBOM JCHCTBHA H CcOXpaHAeT HMX., YIaluTek HX OyIer kKpaiiHe
3ATPYIHUTENBHO;

5. Cobmrof1aii CBOIO BHPTYAIBHYID YECTh CMOJIOY,

6. MrHopupyi eaMHHYHBIA HeraTHR. OjHOpa3oBble OCKOPOHTENBHEIE COOOIIEHHA
IyULE HTHOPHPOBaTh, ODOBIMHO arpeccHs NPEKpAIaeTes HA HAYATBHON CTaIHH]

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COODLIEHHSAMM, B
COLIHA/IBHBIX CETAX €CTh BO3MOMKHOCTb OJIOKHPOBKH OTIPABKH COODIICHHH C
onpeielieHHbIX aJpecos;

8. Ecmu Tel ceuaerent kudepOymummnra. TROW JEHCTBHA: BRICTYNHTE TPOTHR
npeciejoBarens, IOKa3aTb €My, 4YTO erc JeHCTBHA OLEHHBAIOTCA HETaTHBHO,
NOJIEPKATE KEPTBY, KOTOPOH HYKHA NCHXOIOIHYECKAs IMOMOIbL, COOOIIHTE
B3POCIIBIM O (paKTe arpecCHBHOTO MOBEIEHHA B CETH.

Modnabsnbii Teedon

CoBpemeHHBIE cMapT(OHBI H TIIAHIICTBI COJCP/KAT B CeOC BIIOJIHE B3POCIBII
dyHKUMOHAI, M Teleps OHH MOI'YT KOHKYPUPOBATbL CO CTALHOHAPHBIMH
KOMINBIOTEpaMH. OIHAKO, CPEACTE 3alIHTHL 1A MOJO00OHBIX YCTPOHCTE MOKAa OYCHB
Mano. TecTupoBaHHe M IMOMCK VA3SBHMOCTEH B HHUX [POHCXOAUT He Tak
WHTEHCHBHO, Kak juis TTK, To &e camoe KacaeTca 1 MOOHIIBHBIX TTPHITOKCHHH,
CoBpeMeHHble MODHIBHBIE Opay3epbl ViKe NPAKTHYECKH JIOTHAIH HACTOJILHLIE
AHAJIOTH, OJIHAKO pacIIHpeHHe (QYHKIHMOHala BiIe4YeT 3a coDoH  Oosblmyro
CHOAHOCTb H MCHBIIYHY 3alHINCHHOCTD.



,[li:'lJ[EI{EI' HE BCC  1IPOHIBOJHUTCIIH  BbINNYCKARKT ﬂﬁHﬂEJ[EHHH, 3AKPBIBANOIIHE
KPHTHHECKHE YA3BHMOCTH I CROMX YCTPOHCTBR.

OcHOBHBIE COBETHI /UIA DE301IACHOCTH MODHILHOIO TeJiedoHa:

Hudero He ABnsAeTcAa mo-HacToAmieMy OecriaTHeIM. byak ocTOposKeH, Belbk KOT/a
Tebe npeanararoT OECIUIATHBIH KOHTEHT, B HEM MOI'YT OBITH CKPBITBI KAKHE-TO
IUIATHEIE YCIIYTH;

Jlymaii, npexae uyem orupaButs SMS, doto wnn Bujaeo. Tel TOuHO 3HACUL, IJie
OHH OYIYT B KOHEYHOM HTOTE?

HeobxoaumMo 0OHOBIATE OLIEPALMOHH YK CHCTEMY TBOEI0 cMapThoHa;

Henone3yil aHTHBHPYCHBIC TTPOTPaMMBI 17T MOOMIBHBIX TEAC(OHOB;

He sarpysaii mpuioxkeHHs OT HEH3BECTHOTO HMCTOYHHKA, BeAb OHH MOTYT
COJIEPHKATh BPEIOHOCHOE TTPOTPaMMHOE 00ECTICHEeHHE,

[Tocne Toro Kak Tel Beliijlells ¢ caiiTa, Ij1e BBOAW/ JTHYHY HH(pOpMaLKIO, 3aH1H1 B
HACTPOHKH Opay3epa H yaanu cookies;

[lepuoguyeckn mnpoBepAd, KakHe TMJIaTHBIE YCIYTH AKTHEHPOBAHBI Ha TBOEM
HOMEPE;

Jarail cBol HOMEp MOOHIBHOTO TenedOoHA TONBKO JTIOIAM, KOTOPBIX ThlI 3HACIIEL H
KOMY JIOBCPACHIE,

Bluetooth gonmxen ObITh BBIKIIOYEH, KOI/1A Thl MM HE MoJb3yellbed. He 3a0biraii
HHOI'Id [MTPOBCPATE 2TO.

Online urpsr

CoBpeMeHHbIE OHJIANH-HIPBI - HTO KPACOYHBIE, 3aXBATLIBAIOLIHE PA3BICUCHUA,
00bEeIMHAIOIINE COTHH THICAY HCJIOBCK 10 BceMy wmupy. Mrpoxm wmccnenyior
JAHHBIH UM MH], O0LAKTCH APyr ¢ APYroM, BBIIOJIHAKT 3aaHHA, CPakarTcs ¢
MOHCTPaMH H IMOJYYaloT OMBIT. 34 YAOBOILCTBHE OHH IUIATAT: MOKVIAIOT JHCK,
OTTaYHBarOT aDOHEMEHT HITH MPHODPETAIOT KAKHE-TO OITIHH.

Bece st CpCICTBA HIAVT Hd MNOJLICPWKAHHC H PAasBHTHC HI'DEI, d TAaKMWC Hd CAMY
De301acHOCTL: COREPIIEHCTBYIOTCA CHUCTEMBI ABTOPH3AI[HH, BBITYCKAKTCA HOBBIC
naTuM (HHGPOBLIE 3aIUTATKH JUIA NPOrPAMM ), 3aKPBIBAKTCA VA3ZBHMOCTH CEPBEPOB.
B llﬂ,ﬂ.ﬂﬁHbﬂL m‘pax CTOMUT OIIACATBCH HE CTOJNBKO CBOHX CDIIEPHHKGB, CKOJIBKO
KpayKH TBOCTO Mapoiif, HA KOTOPOM OCHOBaHAa CHCTEMA aRTOPH3alHH OONBIIHHCTRA
Hrp.

OcHOBHBIE COBETHI 110 DE30NACHOCTH TBOEI0 HIPOBOI0 AKKAYHTA:

l. Ecnu apyroil mrpok BegaerT ceds miIoxXo HiIH cozjaeT Tebe HenpUATHOCTH,
3a0JI0KHPYI €ro B CIIMCKE HIPOKOB;

2. Tloxanyiica aIMHHHCTpaTOpaM HMIPhl Ha IUIOX0E TOBEIEHHE 3TOr0 MIpoka,
HKECINATCIAEHO ]'I['IHJ'[{]}HHTL KadKHE-TO JOKA3AaTC/IIBCTBA B BHC EHI}HHE}E;

3. He ykaswpiBaii THYHYIO HHPOPMALHIO B TIpodaiiie Hrpsl;

4. Veamai JIpyrux y4acTHHUKOB 110 HIDE;

5. He ycranapnueail Heo(pHIHanbHBIC TTATYH H MOJIBI;

6. Mcnons3yil cllokHbIe H pa3HbIe MapOJIH;

7. Haxe BO BpeMs TPl HE CTOMT OTKIIOYATL anTUBHpYc. [Toka Tel urpaens, TROH
KOMIBIOTEP MOTYT 3apa3HTh.

DUITHHT UK Kpaika JTHYHBIX JaHHBIX



OOBIMHOH Kpamel JeHel W JOKYMEHTOB CerojIHs ViKe HHKOI'0 HE YIHBHILL, HO C
pPa3BHTHEM MHTEPHET-TEXHOMOIHH 3/1I0YMBIIIJICHHHKH [IEPEMECTHIINCE B HHTCPHET,
H HPOIOJIEKAKT 3aHUMATHCA "IHOUMBIM" J1€710M.

Tak mosBRHIack HOBaf yrpo3a: WHTEPHET-MOIMICHHHYECTRA HIH (DHIIMHT, TIaBHAS
LHenk  KOTOPOro  COCTOMT B MOJIYYCHHH H[JHI[[}H,I[EH].],HEJTI:-HLIK MAHHBIX
MOJNB30BaTENeH - JOrHHOB H napoiei. Ha anarnuiickoM A3eike phishing unTaercs
Kak GpuimHr (o1 fishing - peidbnas o, password - naposs).

OCHOBHBIC COBETHI M0 DOpLOE ¢ PHINHHTOM:

1. CJIE,-‘J,H 3d CBOHM aKKAYHTOM. Ecinu 1hHI HNOAO3PEEACLb, YTO TBOA daHKCTA ObLI1a
B3IOMaHa, TO HEOOXO0OMMO 3a0JI0OKHPOBaTh €€ W COOOIIHTH aIMHHHCTpaTOopam
pecypca 00 3TOM KaK MOMKHO CKopee;

2. Hcnonws3yi Oe3onmacHsle BeO-CAHTBI, B TOM HYHCIE, HHTEPHCT-MAarasHHOB H
[OHCKOBBIX CHCTEM;

3. Mcnone3yii cnoikHeie W pa3zHbie naponn. Takum obpaszom, eciu tebs BInoMaioT,
TO 3MOYMBILUIEHHHKH [IOIYYAaT JOCTYI TOJBKO K OJHOMY TBOEMY IIPOQHIK B CETH,
d HE KO BCCM;

4. Ecnu Tedsa B3nmoManu, TO HEOOXOAHUMO TIPEIVIIPEINTE BCEX CBOMX 3HAKOMBIX,
KOTOPBIC I[,I;‘I-EHHHEHLI Y Tﬂﬁﬂ B JIPY3BAX, O TOM, HTO Tﬁﬁ-!{ B3JIIOMATH H, BOIMOMEIO,
OT TBOEI'0 HMEHH DY/IeT pacchUlaThCA CIIAM M CChUIKH Ha (PUILMHTOBLIE CAMTHI;

5. YeranoBH HajexHeli napois (PIN) va moOunensiii TenedoH;

6. OTKIHOYH coXpaHeHHe mapois B Opayzepe;

7. He otkpobisaii daiinsl 1 JIpyrue BIOKEHHA B IIUCbMAX, JIAKe €CIIH OHU TIPHILLITH
OT TBOMX Apy3cH. JIyumie yTouHH ¥ HHUX, OTIIPABIIANIH JIH OHH Tede ITH (aiiisl.
[Indposan penyranus

[Indporas penyranus - 270 HeraTHRHAS MM MO3MTHBHAA MHAOpMAIUA B CCTH O
Tebe. Kommpomerupyiomas HHpopMalua, pasMelleHHas B HHTEPHETe, MOKET
CeprE3NBIM  00pazoM OTpasuThca Ha TBoeH peansHo Eu3znu. "llndposas
penyTaiua" - 3To TBOH UMUK, KOTOPBIH (opMupyeTcs U3 HHpopMaluu o Tede B
HHTEPHETE.

Teroe mecto HHTCIIBCTEA, }’llEﬁbl, TBOEC [l.)HHElHCDEﬂE HOJOMKEHHE, 0CcODEHHOCTH
XapakTepa M pacckasbl 0 OJIH3KHX - BCE 7TO HAKAIUIMBACTCA B CCTH.

MHuorue noOJpOCTKH  JIErKOMBICIEHHO OTHOCATCH K MYOMMKalUMW  JTHYHOMN
widopManuu B MutepreTe, He MOHHMas BOIMOKHBIX TTOCHE/ICTRHI. Th 1ake He
CMOMKEIb J0TajfaTbcd 0 TOM, 4To (hoTorpadusa, pasMelieHdas 5 neT Haszaj, cTana
NPHYHHON OTKa3a NPHHATHL TeOs Ha paboTy.

KomMeHTapuH, paszMenieHHe TBOMX (oTorpadHil W ApyrHe MeHCTBHA MOTYT HE
HCUC3HYTh JaMC IMOCIHC TOr0, KaK Thl HX Y4ATHIb. Tel He 3HACHIb, KTO COXPAaHHII
3Ty HH(OPMAITHIO, MI0Tala JTH OHA B TTOMCKOBBIC CHCTEMBI H COXPaHWIIACH JIH OHa, a
[JIABHOE: YTO IOAYMAKT 0 Tede OKPYKAWIIHE JIH/IH, KOTOPLIE HANAYT U VBHJIAT
a10. HalitH mMH(pOpManHi0 MHOTO JET COYCTA CMOMKET 000 - Kak M3 J100pBIX
NOOVHJIeHHH, TaKk H ¢ HaMepeHHeM NpHYHHHTBL Bpel. ITO MOKeT ObITh KTO
YTOIHO.

OcnoBHBIE COBETHI N0 3aNIHTE HHPPOBOH penyTalHu:

1. TTogymaii, npeskae yeM 4To-To MyOIHKOBATh H IIepe/laBaTk y ceds B Oiore Wi B
COLMAJILHOH CETH;



2. B nacrpoilikax npoduis yeTAHOBH OIPAHHYEHHS HA IIPOCMOTP TBOEro npodmis
H €T0 COJACPAKHMOI0, c/Ie/ai ero TOJIBKO "JUid apy3ei”;

3. He pasmewaii u He ykasblaii uHopMauuw, koropas MOKeT KOro-audo
OCKOPOIATE HIH 00MAKATE.

ABTOpCKOE IPpaBo

CoBpeMeHHBIE IKOIBHHKH - AKTHBHBIE MOJIB30BATEIH LH(POBOTO MPOCTPAHCTRA.
(L’J,HE[HZH JalleKOo HE BCE 3HAHKT, 4YTO IIOJIB30BAHHE MHOIHMH @ BOSMOAKHOCTIAMH
nudpororo  Mupa  Tpedyer coOMOACHHA TIPaB  HA  MHTC/UICKTYAIBHYIO
CODCTBEHHOCTh.

Tepmun "HHTEIEKTYaIBHAA COOCTBEHHOCTR OTHOCHTCA K pa3JIHYHEIM TROPCHHAM
qeIOBeYecKOro yMa, HadMHasd ¢ HOBBIX H300peTeHHii M 3HaKOB, 0003HAYAIOIINX
cOOCTBEHHOCTE HA TIPOJIYKTHI H YCIYTH, W 3akanguBas kauramu, doTorpadmamu,
KHHO(HIIEMAaMH M MY3bIKAIBHBIMH [IPOH3BEIeHHAMH.

ABTOpPCKHE mnpaBa - 9TO MNpapa Ha HHTEUICKTYAJIBHYK CODCTBEHHOCTh Ha
NpPOH3BEIeHUS HAVKH, JIHTePATVPLl H UCKYCCTRA. ABRTOPCKHE Mpaea BEICTYIAKT B
KAYECTBE TapaHTHH TOr0, YTO HHTE/UIEKTYAJILHBIIH/TBOPUYECKHH TPy aBTOpa He
OyIET HampacHbBIM, JACT €MV CIHPaBC/UTHBLIC BO3MOMKHOCTH 3apadoTaTk Ha
PE3IVIILTATAX CBROCTO TpPV/d, ITOIVHHTE HIBCCTHOCTE H ITPH3HANHC. HHKT{! EIEE
paspelieHds  aBpTOpa HE  MOMKET  BOCIPOHM3BOJMTE  €ro  MPOH3BEEHHE,
PACHIPOCTPAHATL, NYOIHYHO [JIEMOHCTPHPOBATH, NPOJIABATE, HMIIOPTHPOBATE,
NyCKaTk B MPOKAT, MYOJIHYHO MCIONHATh, MOKA3BIRATH/UCIONHATE B HUpe WIH
paszmeniats B MuTepuere.

Hemonszopanme "nuparckoro” mporpaMMHOro o0ecIieHeHHs MOKET NMPHBECTH K
MHOI'HM PHC[{EIM: or llﬂ'l'Epl'l HadHHBIX K TBOHM E]HI{EI}"H'I'E[M a0 EJIGEHPGBEH TBOCIO
YCTPOHCTRA, TJC VCTAHORJICHA HeneraJsHad nporpamMa. He cToMT Takke
3a0BIBaTh, YTO CYHIECTBYHT JieralbHble H OeclarTHble NporpaMMel, KOTOpPBIE
MOYKHO HAHTH B CETH.

O nopraine

CereBHYOK.P( - TBOH ITABHBIH COBETYHK B CETH. 3[1€Ch ThI MOKEIIL Y3HATH 0
ﬁEEﬂIIHEHﬂ-ETH B CeTH IMNOHATHREIM H ,.!I,I}ET}?]]HI:IM HIBLIKOM, a IHpH
BO3HHKHOBEHHH KPHTHYECKOH CHTYAIHH 00paTHTLCHA 32 COBETOM. A TaKke
NPHHATE YUYACTHE B KOHKYPCAX H CTATE CAMBIM HH(POBLIM rpamxiaHHHoM!



